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Stealing PINs via Mobile Sensors:
Actual Risk versus User Perception

Maryam Mehrnezhad, Ehsan Toreini, Siamak F. Shahandashti, Feng Hao

School of Computing Science, Newcastle University, Newcastle upon Tyne, UK
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VEHZAE ] IS 90 5 W 15 6 WAL 28, F HTMLS 40’5 GUI S RBEAL PIN AL ik PN,
HHE L PP NLE S o AATTE A DAL ES + —r E P FI IR B, H R T FI R fe/hs
PIME. fe, [ SR IR (FFT) DL ]I AS ] 5 ) AH 5 554 S AH O R 4L,
R F 15 2] 114 F64E, ARG ETALH PN T 2500 4> pin (12 MR, #E—P 1%
AH matlab 5 i — N2 1000 5 5 ANN [Z 1125, 5 B GR BI ) R A E] 80%,
ZUERBIN R K, ZWKT 90&, W FE:

Attempts | Multiple-users | Same-user
One T4% 19%
Two B6% 93%
Three 94% 7%

Table 1: PINlogger.,s’s PIN 1dentification rates in differ-

ent attempts.
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AR T TR IR IR T =0 &
e
TYPE_ACCELEROMETER sensorEvent.values[@] Acceleration force along the x axis (including gravity). m/s?
SensorEvent.values[1]  Acceleration force along the y axis (including gravity).

SensorEvent.values[2] = Acceleration force along the z axis (including gravity).

TYPE_GYROSCOPE sensorEvent.values[a] Rate of rotation around the x axis. rad/s
SensorEvent.values[1] Rate of rotation around the y axis.
sensorEvent.values[2] Rate of rotation around the z axis.

TYPE_LINEAR ACCELERATION sensorEvent.values[@] Acceleration force along the x axis (excluding gravity). m/s?
sensorEvent.values[1] = Acceleration force along the y axis (excluding gravity).
SensorEvent.values[2]  Acceleration force along the z axis (excluding gravity).

TYPE_ROTATION VECTOR sensorEvent.values[@] Rotation vector component along the x axis (x = sin(8/2)). Unitless
sensorEvent.values[1]  Rofation vector component along the y axis (y = sin(8/2)).
SensorEvent.values[2] = Rotation vector component along the z axis (z = sin(8/2)).

SensorEvent.values[3]  Scalar component of the rotation vector ((cos(8/2)).
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Va3 tap index F A i :
object[<tap_index>][@].tap_t // A&rsTE

object[<tap_index>][0].tap_x // Adrdin

object[<tap_index>][1-4].sensor //{54 =
object[<tap_index>][1-4].timestamp // FEFHH, Lo ]
object[<tap_index>][1-4].data //REFHE, float [FEAH][ EXTEHERE]

2) RELHE

B EZAFE M AR S S5 nR G, AR ST RITAIR, HRE—
NA T e s . FAVSEALARBI S 0 A BN AL X, # 5 5000 A i,
AN fid 5 R A A s i DL R, 13 AL IRACEH

3) Wl#sz:2]
T python3 521%, 55 myinitprocess R EHE I FEEHE A1 label EdEAH > B -

def myinitprocess(filename):

obj = {}
with open(filename,"x") as f:
ocbj = json.load(f)

def add0(myli=st):
result=np.zeros(100)
nnumber=np.shape (mylist) [0]
if (nnumber<=100) :
result|:nnumber]=mylist
el=e:
result=mylist{:100]
return result

myinput=[[] for i in range(len({cbj)}]
mylabel=np.zeros({len{cbj),2))
for i in range(len{ocbj)):
for j§ in range(4):
for k in range(3):
myinput{i] .append(np.array( (add0(op.array(obj[i] [j+1]1['data’])[:,k]) [start:1)})
myinput[i].append{np.array{{add0{np.array{cbj[i][2]['data"]) [:,3]) [start:]}))
mylabel[i] [0]=obj [i] [0] ["tap x']
mylabel[i] [1]=obj[i] [0]["tap_¥']
myinput=np.array (myinput)

def myprocess(mydata):
fd=np.shape (mydata) [0]
myresult=np.zeros like(mydata)
for i in range({13):
temp=np.zeros (fd* (100-=tart) )
# print (np.shape (temp))
for 4 in range(fd}:
temp[i*{100-=tart): (j+1) *({100-=tart) |=mydata[i] [i]
preprocessing.scale (temp)
for § in range(£d):
myresult[j] [i]=temp[j* (100-=tart): (j+1) *(100-start)]
mydata=myresult
myprocess (myinput)
return myinput,mylabel

RIG getall BREUE LT MA5 B EHR AT AL B R 0 I R AR AL R 7R . 200
ToAb B 3 EEE A FfL RS SRS T ReA 2, N T E R, it & B BdE g —
THEHIMES 7 22, SR a0 RELH A ) SRS AR B ok 25 3B B LA O 22 LIS B3 — A I RICR
XEAE=ANSH, filedir i ANEHE H ik, cutplace VNN EH 50, crosslabel /& /&
AT BEHLTT LA - X IR ZREE A 0.8 I L, AL 0.2 LA, i cutplace=0.2.
TN E A — AT A HOHE SRR A7 B RO S O, 3 A EHE 4 U cutplace=1.0,

crosslabel=False.




def getall (filedir,cutplace,crosslabel) :
feathers=[]
labels=[]
jsonFiles = list(filter(lambda name:name.endswith(".json"), os.listdir(filedir)))
print(jsonFiles)
for item in jsonFiles:
templ, temp2=myinitprocess (filedir+item)
feathers.append (templ)
labels.append (femp2)
temp3, temp4=np.concatenate (tuple (feathers)),np.concatenate (tuple (labels))
train=np.zeros ((np.shape (temp3) [0],100-start,13))
trainlabel=np.zeros((np.shape (temp3) [0],2))
for i in range((np.shape (temp3) [0])):
train[i]=temp3[i].T
trainlabel[i]=temp4[i]
test=0;testlabel=0
if (crosslabsl==True):
train,test,trainlabel, testlabel=croas_validation.train_test_split(train,trainlabel,test_size=cutplace, random state=

TR SR AL, %I04 10 840M, X Il netlabel A4 A Il 48
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with tf.Graph()}.as_default{):

# save path="modelfinall"
X=tflearn.input data(shape=(None,100-start,8),dtype=tf.float32)
# X = tf.placeholder (shape=(None,100-start, ) ,dtype=tf. float32)

netlabel=tflearn.input data(shape=(None,2),dtype=tf.float32)
# netlabel=tf.placeholder (shape=(None, 2} ,dtype=tf.float32)
net = tflearn.lstm(X, &4, \:i:upcmt—-l.'?,IetuIn_seq=False]
net = tflearn.fully connected(net, 2, activation='relu')
loss = tf.reduce mean(tf.pow(tf.subtract (net,netlabel},2}}
optimizer = tf.train.RAdamOptimizer(learning rate=0.01}.minimize(loss)
model = tflearn. DNN(net, tensorboard verbose=3)
init = tf.global wvariables initializer()
with tf.Session() as sess:
sess.run(init)
cost=1
qg=0
while (qg<1000)
sesgs.run(optimizer, feed_dith{X:train,netiabel:trainlabeleOOO}}
cost = sess.run{loss, feed dict={X:train, netlabel:trainlabel/2000})
if (gg¥40==0}:
a=sess.runinet, fEEd_dict={X:test}}*Z-J'DO—testlabel
countx=0
county=0
for i in a:
if{abs (1[0])}<150}):

countx+=1
if (abs (1[1])<150):
county+=
print {'xaccuracxz:{:.6f}"'.format (countx;"np.shape {test) [0]), 'yaccuracy:[:.6f]}"'.format tcountyfnp.s‘nape {test) [01),
gg+=1

a=sess.run({net, feed dict={X:test})*2000-testlabel
b=sess.run(net, feed dict={X:xsxl}) *2000
I

ﬁ¢ xaccuracy F yaccuracy A2 BB I 2l X 4%, /F I LE BE R R 4R B ) AR bR HERRI co;t
B loss , FEEE cost Jdi/), xy HERAE 434 80% 70%, 1 VAN A v 42 HE 2 AN TF- 48 5 B 1)
HAL bR IE 1 150px R ZE, DA NRTH. Be&Ilgrat .

countx=0
county—=0
for ¥ in &=
if(abs(1[0])<150)
countx+=1
if(ab=s(1[1]1)%150)
countyt=1

print{'x:‘,cuuntxfnp.shape{test][ﬁ]}
print{'y:‘,ccuntyfnp.shape{test}[ﬂ]}

x: 0.B0141843597163121
y: 0.72235108409322117
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print (np.average(al[:,0]))
print (np.average{al[:,1]))

=17.26373835°9
—8.930850816c47

4) HNM

DRI A0 AR B N A OE T, FRATTE T — M A, BN —5)1E, HJE 6 K4
FEFARRNNIE, AEL 55 NI ZRIE IR X4, AR 25 S LA B () NFHL, midecsdin
WM, B 1/12, HBIE 91.7%, NI SO HEM AL R«

1000

1200

1400

1600

1800

0 200 400 600 800 1000



XA M, BT LA IR secret B ¢ FTHL T x, H2 H B IER) S B 155
AJE IR T

e el e T R A

In [9): import os

$
$
$
$
S
$
5
5
5
$
$
5
$
S

sh . /adbrun.sh
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